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Guidance on Redaction


































Overview

This document aims to provide guidance to learners about redacting sensitive information when submitting work based evidence as part of a qualification or training program. This is applicable to all learners. 

Why is redaction important?

Redaction is essential to protect and remove personal and sensitive information before sharing documents. As part of your role as an enforcement officer, you will be gathering information and recording this as part of your routine operations, and so it needs to be handled carefully to ensure compliance with GDPR (General Data Protection Regulation), regulation put in place to protect personal and sensitive information. 

As a learner on a training program, you may be asked to provide real work place evidence and as such, before it is uploaded it needs to be redacted properly to ensure that personal and sensitive information is not shared unnecessarily.
 
What information needs to be redacted?

The following should be redacted as a minimum:

· Names (other than yourself or other officials)
· Date of births
· Addresses
· Phone numbers
· Email addresses
· Sensitive intelligence
Commercial information such as vessel names, PLN’s and company names can remain to ensure assessors can verify the information on your inspections where necessary. This is less of a data risk as the information in generally publicly available. 
Investigations
Sometimes your evidence submissions may be in relation to an inspection where an offence was detected and there is an ongoing investigation. As well as redacting personal information, it is strongly advised that you consult with the case officer or a member of your investigation team to seek guidance on whether it is appropriate to use that evidence for training purposes. It may be that it would be more appropriate to use other examples if possible.  


How to Redact
There are different options for redaction. The preference would be to do it electronically using Adobe Professional or Microsoft Word. See below guidance documents on how to do this (bear in mind the options may look different depending on what version you are using). Guidance is also available online on how to use redaction tools.

· Redacting Using Adobe 			
	
· Redacting Using Word

It’s a good idea to get another person to proof read the redaction to ensure that all important details are removed. If relating to an investigation, you should also ensure the file name does not link back to the original investigation. 

If you are unable to complete electronic redaction, you can redact manually by taking the following steps:

Manual Redaction

Step 1 – print out the document

Step 2 – Use a black marker pen to strikethrough all words you want to redact. Ensure that the word is completely covered

Step 3 – Use a scanner and scan the document so it becomes an electronic file. You should ensure that the original word cannot be seen on the scan.

What documents require redaction?

Redaction is required for ANY learner evidence that is submitted that contains sensitive or personal information. This may include things such as (but not limited to):

· Pocket notebook copies
· Witness statements
· Expert Witness Statements
· Inspection Report Forms (IRF)
· Vessel or premises documentation (e.g. logbooks, sales notes)

Also – any photographs taken must be edited to remove crew members, members of the public etc, photographs should only show the learner. 

If in doubt, please contact your training team. 
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